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» “Parallel Computer Architecture: A Hardware/Software Approach”, D. E. Culler, J. P.
Singh, Morgan Kaufmann Publishers, INC. 1999

* “Transactional Memory”, D. Wood, Lecture Notes in ACACES 2009

* Onur Mutlu, “Cache Coherence”, Computer Architecture - Lecture 28 — Carnegie
Mellon University, 2015 (slides & video)
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http://www.ece.cmu.edu/~ece447/s15/lib/exe/fetch.php?media=onur-447-spring15-lecture28-memory-consistency-and-cache-coherence-afterlecture.pdf
https://www.youtube.com/watch?v=JfjT1a0vi4E&t=4106s

" MNapdAAnAec apxttektovikec (CMPs, SMPs, SMTs KtA)
= [SavikeC yio TopAAANAEC EDOPLLOYEC

- H mAetoPndia twv epappoywv dnuoupyet moAlarAd threads mou
SoUAgVOUV KATW Ao KOLWVA MVAULN

Parallel Computer Architecture

- 2xeOLOOUOC OUOTNUATWY TIOU ETILTUYXAVOUV UPNAEC eTILOOOELC
EEMEPVWVTOC TOOO TA OELPLAKA 000 Ko Ta TtapaAAnAa bottlenecks

- O MPOYPOUHUATLIOTAC TIPETEL VOL UTTOPEL va ypAdEL owoTd TtapAAANAa
MPOYPAUMATO TTOU eTLtUyXAvouv uPnAn entidoon
= Kivbuvol pe ko pvnpn o€ nopAaAANAEC APXLTEKTOVLIKEC:

- 'Yrtapén moAAammAwy avtlypadwyv o StadpopeTika mnimeda TNG LEpAPXLOC
uvAung - Coherence protocols = SOLVED!

- Avaykn cuyxpoviopol - Metadopad LOVIEAWY Ao uniprocessor systems
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= QOperations: A,B,C,D
- Me mola oelpa TpETEL val eKTEAECEL TO hardware TIC AELITOUPYLEC QLUTEC;

= Opliletal amno tnv ISA.
- “Jupdwvia” peTOoL MPOYPAUMATIOTA KOL OPXLTEKTOVAL.

" AloT)pNON KOG OUYKEKPLUEVNC OELPAC BonBa Tov mpoypaLaTioTn
- EUkoAo debugging

- State recovery, exception handling

" AlOTAPNON KOG CUYKEKPLUEVNC OELPAC SUOKOAEVEL TOV APXLTEKTOVA

- Au&non moAumAokotntog yia tnv enitevén vPnAwv emdOoe WV
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= von Neumann Model

= Sequential order

- Ta loads & stores ekteAouvtal pe Tn OELPA TTOU opi{ovTal 0TO TIPOYPAUUA

= Qut-of-order execution?
- OL evtoA£g yivovtal retired pe tn oslpd mou opilovtal oTo MPOYPOUUA
* [JAeovekTApoTA

- Precise architectural state

- Consistent architectural state ylo StapopeTIKES EKTEAETELC TOU
npoypappatog - Debugging!

= MeloveKktrpata

- Hardware overheads, complexity

- Mewwpévn enidoon Kot KALLOKWOLUOTNTA
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» KaBe enetepyaotnc/thread uhomotet to von Neumann povtéAo
- Ol Aewtoupylec kABe vApatog ekteAoUVTAL UE TN OELPA IOV opileTal amo to
TpOypappOL
" NMoAAarmAol eneéepyaoteg ekteAovv TAYTOXPONA memory
operations

" Me moLla oslpd BAEMEL N pvN Ta memory operations amo OAou¢
TOUC ETMEEEPYAOTEC;

- Elval n ospa/dataén twv operations idLa yia OAOUC TOUC EMEEEPYAOTEC;
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* Debugging
- Oa BgAape va €Xoupe TNV Ol oELpa o€ KAOE EKTEAECN TOU TPOYPAULOTOG
— Repeatability

= Opbotnta
- H oelpd ektéAeonC Twv memory operations pmopel va odnynoeL oe AaBo¢
gKTEAEON OTav adopouv kowva/dtapotpalopeva dedopeva

- JUYXPOVLOUOG : OL TapAAANAEC aPXLTEKTOVLIKEG TIPETEL va SltaoPpaAilouv thn
owoTH €KTEAEON TwV synchronization primitives mpokeLpévou ol
TIPOYPOLUMOTIOTEC VA UITOPOUV VO XPNOLULOTIOL)00UV cwotd Stapotpalopeva
dedopéva

* Enidoon kat overheads
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= H avaykn ylot CUYXPOVLOMO TIPOKUTITEL
OTIOTE UTTAPXOUV TALUTOXPOVEC
dlepyaoiec o eva cvotnua (akoua
KOl O€ uniprocessor cuotnua)

= MovtéAo rapaywyou — KatavaAwtn:
0 KaTtavaAwtnc Ba nmpemeL va
TLEPLLLEVEL LEXPL O TIAPOYWYOC VAL
nopaéel bedopeva

= AuotBaioc armokAeiouog: scaodaAilel
OTL pia povo dlepyacia pmopet va
XPNOLULOTIOLNCEL EVAV KOLVO TIOPO OF
ua 6eSoEVN OTLYUN
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producer
consumer
P1 P2

Shared
Resource




A = flag = 0;

Processor © Processor 1
A =1; while (!flag); //spin
flag = 1; print A;

" TLpog AgeLn dtaiodnon: o P1 tunwvel A=1
" TLHOC EYYUATOL N OUVAPELX UVAMNG: artOAUTWC Timota!
- arAd pag e€aodaAilel OTL N KovoupLa TLUN Tou A karoto otiyun Ba yivel
opatn armno tov P1
- 0 P1 pnopel va el tnv eyypadn tou flag mptv tnv eyypadn oto A | Nwg;

» 1O pnvupata tou coherence protocol yia tnv eyypadn tou A pmopel va
KaBuoteprjoouv karmou oto diktuo dtacuvdeong

» o write buffer tou PO pmopet va avadlatdooel Ti¢ eyypadEg
" Y& MPOYHMOTIKA CUOTAUOTO, O TIAPOTTAVW KWILKAC UITopel var « OOUAEVELY
LEPLKEC POPEC, EVW AANEC OXL...
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Napadsypa 2

Producer
R tail Rtail IRhead | R |
Producer posting Item x: Consumer:

Load Ri,;;,(tail) spin:
Store (Riyi1),X

Rtai1=Reaintl

Store (tail),R..i;

To npéygauuq elval YPOUUEVO PE
TNV UTIOBECN OTL OL EVTOAEG
geKTEAOUVTOL OE OELPA.
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Load R;..4, (head)

Load Ry ;;,(tail)

if Rhead==R’cail goto Spin
Load R, (Riaq)
Rhead=Rhead+1

Store (head),R,..4
consume(R)

10



Producer posting Item x: Consumer:
Load R;..4, (head)

Load R..;;, (tail) spin: Load R, (tail) 3
]l Store (Rtail)JX if Rhead==R’cail gOtO Spin
Rtai1=Rtairtl Load R, (Reaq) 4
2 store (tail),Re,i Rpead=Rheadt1
Store (head),R;..4
O tail pointer unopei va avavewJIei nptv consume(R)

TNV gyypaen tou x!
= O MPOYPOAUHUATIOTAC UTTOBETEL OTL OV N 3 ItpaypaTomolnBel peta
TN 2, TOTe n 4 mpaypotonoleital peta tnv 1.
" MpoBAnUOTIKEC LkOAOULDOLEC:
0 2,341
o 4,1,2,3
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= XpelalOpMOOTE €va MOVIEAO OELPLlOTIOLNONCG VLol AELTOUPYLEC
HVAUNG :
- e 16Lec N SLadopeTikES BETELC LVALNG
- Ano €va ) moAAamnAa threads/processes

cslab@ntua 2017-2018
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= Juvadela pvnunc (coherence):

- StaoPpaAilel OTL N TIUA TNG TEAeuTalag eyypadnc os pa B€on pvAung da
yvwoTtornolnBel o OAOUC TOUC TUXOV OVOLYVWOTEC

- dnuoupyel pa KaBoALka eviaia ELKOVA yLa [1Lor CUYKEKPLUEVN BEonN
uvAung (cache line, mpaktika)

- Oev apkeL:

» 2 cache lines A kal B pmnopei va eivat pepovwpéva ouvemneic, aAAA ALOUVETIELC
O€ OXE0N UE TN OELPA TIOU TPOTIOTIOLONKOV OTO TIPOYPALLAL

= Juvenela pvnunc (consistency):
- KaBopilel to mote Ba yivetal opatn pLa eyypadn

- dnuoupyel pa KaBoALka eviaia elkova ylo. oAsc T B€oeLg pvnpng, 0cov
adopad TIC LETAEL TOUC TPOTIOTIOLNOELC

= Amapaitntn ylo tTn owotn AsLTtoupyia LNXaVIoHWY CUYXPOVLICHOU

cslab@ntua 2017-2018
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" Meplopilel TIC MIBAVEC SLATAEELC HE TLC OTIOLEC OL AELTOUPYLEC UVAUNG
LITopoUV va el aviotolV n Lol 0€ OXECN HE TNV AAAN.

= Xwpil¢ aut 6&v UmopoUpE va TMOUKE TLMOTA Yyl TO QTTOTEAECUO TNG
EKTEAEONC EVOC TIPOYPAUOTOC.

" JUVETIELEC :
-0 arnodaocilel yla tnv opBotnTa Kol Ta bava anoteAéopata

-0 neplopilel moéco pmopouv va avadlatdocovtal ol
Aeltoupylec pvnung armo tov compiler i to hardware.
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sequential

DYOCGSSOI’S / \ / \

emaryaps ) \2) }/
&\

switch randomly set
after each memory op

Memory

= “A multiprocessor is if the result of any execution
is the same as if the operations of all the processors were executed in
some sequential order, and the operations of each individual processor
occur in this sequence in the order specified by its program.” [Lamport,
1979]

= SC = tuxaia piEn twv (ev oewpad) ovadopwv TWV CELPLOKWV
TIPOYPOLUATWY OTOUC ETEEEPYAOTEC

cslab@ntua 2017-2018
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= Jav vo UnV umtnpxav KpUuhEC LVALEG, TTApA LOVO MLOL UVAMN.
KaBe emetepyaotnc Opopoloyel Kol OAOKANPWVEL pwa Aeltoupyia

sequential

processors / \ / \

Eilﬁneory ops \ N
&\

=~

switch randomly set
after each memory op

Memory

LVANG cUUDWVA UE TN OELPA TOU TIPOYPALLOTOC
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H pvAun LKovoToLeL TIC TPoOoTEAACELS cUPWVA LE KATTOLO CELPAL.

KaBe Asttoupyla o avut tn oslpd daivetal ca va ekteAsital kal va
OAOKANPWVETAL ATOULKA (TtPLV EEKLVIIOOUV OL ETIOLLEVEC).
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" OpLONOC

- AlooOnTIkA N oepad Pe tnv omola epdavifovral oL EVIOAEC OTOV Ttnyaio
KwoLKA.

- H oepad pe tnv omnola spdavidovral ol Aettoupyiec pvAunNg otnv assembly
TIOU TIPOKUTITEL ATIO OMEVOELAC LETATPOTIN) TOU TInyaiou KwoLKa.

glval UTTOXPEWTLKA N Ol OEPA PE AUTA TIOU TAPAYEL 0 compiler
Ko ekteAEital oto hardware

- Evacg optimizing compiler pumopel va avadlatagel tTig EVTOAEG TOU Ttnyalilou
KwoLKa.

= ApO. N OElpA TOU TPOYPAUMOTOC e£faptdtal amd To emnimedo mou
KOLTA{OULE.

- Epeic unmoBetoupe tn

cslab@ntua 2017-2018
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Pl P2

/* Assume initial values of A and B are 0 */
(la) A = 1; (2a) print B;
(l1lb) B = 2; (2b) print A;

* MBava amoteAcopata yia (A,B) :

(0,0), (1,0), (1,2)

» Erutpémneln SCto ;

YUpudwva pe SC penel 1a - 1b kat 2a - 2b (program order).
Av A =0, tote 2b > 1a.

Apa kol 2a = 1a.

OuwcB=2,uévoav 1b - 2a!

EMopEVWE

cslab@ntua 2017-2018
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= AvakedaAatwvovtag, yia tnv SC €XoULLE 2 amaLTOELC.

- OL Asttoupyieg pvAung €vog thread mpémel va yivovtal opatég (otoug
AAAOUG KOl OTOV EQUTO TOU) LE TN OELPA TTOU UTIAYOPEVEL TO TIPOYPAULAL.

- Mwa Asettoupyila pvApNG OAOKANpwvetol Tmpotol KANBel n  emopevn
ocupdwva e TNV KaBoAwkn oslpd (aveéaptnta amnod 1o o€ oo thead avikel
N EMOMEVN AELTOUPYi).

cslab@ntua 2017-2018
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= Write atomicity

- H Béon omou eudaviletal va ekteleital €va write cUudwva PE TNV
KoBOALKN oELpaq, va gival ta threads.

* Timota amo avtd mou Kavel eva thread adou deL Tnv KatvoupLa TLUA TIOU
nopayest pla eyypadn W dev mpeEMeL va yivel opato amo ta umolouta
threads mpLv Souv kat avta tn W.

" OQUOLOOTLKA, ETIEKTELVOUUE TNV OELploTioinon eyypodwyv TOU QTTOLTEL N
cuvadela.

- Write serialization : OAec oL eyypadec o€ tonoBeoia Ba mpEMEL va
eudavidovral og oAa ta threads pe tnv bla oepa

- Write atomicity : OAec oL eyypadec oe tonoBeoia Ba mpémnel va
endavidovral og oAa ta threads pe tnv bl oepa

cslab@ntua 2017-2018
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Pl P2 P3

=1: » while (A==0);
B=1; » while (B==0);
print A;

* Eotw OTL emutpEnoupe otov P2 va mpoxwpnoel oto B=1 mpv n eyypadn
TOoU A yilvelL opatn amo tov P3.

= Mrmopetl o P3 va dtafaoel tnv maAld Ty tov A Ko tTnv Kawvoupla tou B;

= NapaBiaon tng SC!
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= [MoAU Alya cuotripata vAomotouv SC
- OUte oL x86 oUte oL ARM

» Mewwpevn anodoon
- Avapovn yia oAokAnpwaon evog store mtpLv tTnv SPOUOAOYNON TOU EMOUEVOU

= AUokoAn n vlomoinon NG Otav xpnotlpomolouvtal OLadopec
TEXVLIKEC BeATiwonc emidoonc Tou eneéepyaotn

- 000 execution: Loads out-of-order oe oxéon pe aAAa loads kol stores
- Caching : Nwc¢ Ba Souve OAoL oL emeEepyaoTEC TNV LOLOL KABOALKA OELPA;

= [MToAumAoko hardware

- .. MIPS R10K: “speculatively issue loads but squash if memory
inconsistency with later-issued store is discovered”
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= O compiler pmopet va EVTOAEC TIpOOPaonC oTtn VAN

- Instruction scheduling: Metadopa evog Load mplv amod Store av mpokeLtal
ylo Stadopetikec SlevBUVOoELC

= O compiler pnopei va EVIOAEC MPOoBaonC otn UVAUN

- Register allocation: Av n Tt eivat cached oe €va koatayxwpnt Oev
Xpelaletol va eAeyBel n pvnun

" Ta compiler optimizations givat avaykaia yia Adyouc anodoonc!

cslab@ntua 2017-2018
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= Xpelalopoote global order yia 0Aecg Tic Aettoupyleg kot OAOUC TOUG
ETEEEPYOOTEC;

" Qa apkovoe va Staodpaiilovpe global order povo yia oAa ta
stores;

" OQa apkovoe va dtaopaAiloupue global order pévo omou yxpelaletal
OUYXPOVLOUOC;

" Avon =

cslab@ntua 2017-2018
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= H SC eival moAU avotnpn - Ta relaxed models 6ev utootnpilouvv
OAec TIc amautnoetc tne SC.

= O TMPOYPOMMOTIOTAC TIPETEL VA ELOAYEL OTOV KwdlKA TOU OTL
armattnoelc/eEaptioelc xpetalovtal kot 6ev unmootnpiloviol ano to

LLOVTEAO YVAULNC.
- Fence Instructions (sync or memory barriers)
- Atomic memory instructions

cslab@ntua 2017-2018
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Napadswypa : Relaxed Consistency pe Fences

Producer
R tail Rtail I Rhead | R |
Producer posting Item x: Consumer:
Load Ry,i;,(tail) Load R,..4, (head)
Store (Riyi1),X spin: Load Ry,;;,(tail)
Fenceg if Ry..q==Ri¢s3; gOto spin
Rtai1=Rtai1tl Fence
Store (tail),Ri,i; /Load R, (Rheaq)
gyyvatat ott o tail gyyvartat ot o R b¢ Rhead=Rhead*1
pointer 8¢ Sa o poptweipry  Store (head), Ry,
avavewyvel tpLv tnv TNV EYYPAPN TOU X consume(R)

EYYpOPI TOU X

cslab@ntua 2017-2018
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MropoUE va OpYOAVWOOULE TA LOVTEAQ O 3 HLAPOPETIKEC KATNYOPLEC

. Emitpénetal oe €va Load va oAokAnpwBel mpotol oAokAnpwBel karmolo
nponyouvpevo (cuudpwva pe to program order) Store.
- Total Store Order (TSO), Processor Consistency (PC) (e.g., IBM 370, Sparc
TSO, Intel 1A-32)

. Emitpeénetal kot o €va Store va TPOOTEPACEL KATOLO TIPONYOUUEVO
(ocUuPpwva pe to program order) Store.

- Partial Store Order (PSO) (e.g., Sparc PSO)

. Emitpénetal oe €va Load 1 €va Store vo TPooTEPAOCEL KATOLO
nponyouuevn (oupdwva pe to program order) Asttovpyia LVAUNG, €LTE
Load eite Store.

- Weak Ordering (WO), Release Consistency (RC), Relaxed Memory Order
(RMO) (e.g., Sparc RMO, Alpha, PowerPC)

cslab@ntua 2017-2018
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" AVTIUETWTILON TNG KaBuoTEPNOoNG yla writes tou kavouv miss otnv L1 cache.

= Ooco to write elval oto write buffer, o eneéepyaotric oAokAnpwvel reads mou
kavouv hit otnv cache.

= Katapyeitat n ouvlOnkn tng SC OtL OAeC oL avadopES mpayUatonololvIal otn
OELPA TIPOYPOAUHATOC

A=1; = 1;
Vo \
rl B r2 A;

" grutpenelrl ==r2 == 0 (6ev to enutpemneL n SC)

cslab@ntua 2017-2018
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* Kivntpo : Nepattépw peiwon tng kKaBuotépnong e€attiac evog write miss
Kol BeAtiwon tng emkowwviog HETAEY TwV EMEEEPYAOTWYV KAVOVTOC
OPOTEC TLC KOLLVOUPLEC TILEC Vwpltepal.

* Emutpemnetal to merging moAAamAwv writes mou Pplokovtal oto write
buffer.

* Ta writes pnopel va yivouv opatd €ktoc oslpac!

cslab@ntua 2017-2018
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/* initially all 0 */

P1 P2
A=1; while (flag == 0); /* spin */
B = 1f r1 = A,
flag = 1, r2 = B;

= OK av prnopoupe va avadtatatoupe ta {evyn “A=1/B=1" | “r1=A/r2=B"

- Hé€ow 000 enetepyaotwy, non-FIFO write buffers, kaBuoteproslc oto diktuo
Slaouvdeong, K.ATL.

" OUWC O TPOYPALUATLOTAC oTtnplleTal ota €€NC yLa TNV opBoTNTA TOU
TPOYPAUOTOC:
- “A=1/B=1" npotou “flag=1"
- “flag!=0" mpotov “r1=A/r2=B"
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/* initially all 0 */

Pl P2
A=1; while (SYNCH flag == 0);
B=1, ri = A

SYNCHflag=1;, r2=B;

= Kivntpo : Otav pog evoladEpeL N oepd TwV AETOUPYLWY, TA TTOPAAANAQ
TMPOYPAUOTO  XPNOLUOTIOOUV  OUYXPOVIOMO. Emopévwg, pmopoupe
XOUAQPWOOUE OAOUC TOUC TIEPLOPLOUOUC YL TLG AELTOUPYLEC TPV Kol
LLETA TLC AELTOoUpYyiec ouyxpoviopoU.

= Weak Ordering (WO) : Zexwpilel petall “Kavovikwv” AELTOUpYLWV Kol
AELTOUPYLWV CUYXPOVLOUOU.
= Release Consistency (RC) : Emekteivet to WO, Olokpivovtag TG

AELTOUPYLEC OUYXPOVIOUOU O acquire kol release (emitpEmnovtag
KAAUTEPN ETLKAAL PN TWV AELTOUPYLWV)
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Weak Ordering vs Release Consistency

WO RC

Acquire

Synch

Release

Synch
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" #lLoadlLoad

= #StoreLoad

" #LoadStore

= #StoreStore

= Logical or-ed combinations possible

= #XY = “All X operations that appear before the memory fence in
program order complete before any Y operations that follow
after the memory fence in program order.”

" (+) EvueAl&ia 6cov adopd tnv BEATIOTN EKMETAAAEVON TOU
ekaotote relaxed consistency model yia péylotn anodoon

= (-) MpoypaHOTIOTIKA SUOKOAN + I{NTNHATO LETODEPOLULOTNTAC
avapeoa oe dtapopetikd models
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= Hardware optimizations

= H ypnon buffers entpenel otov eneéepyaotn va pun kavel stall edpooov ot
TOTUKEC e€aptnoelg dedopevwy dLatnpouvradl.

" To hardware mpéemnelL va pmopel va Eexwploel MoLeg TPOOBACELS 0TN UVAHN
ylvovTolL yla ouyxpovIopO KoL TIOLEC OXL.

= Software optimizations
= Avadiataén Twv eVToAwv PETAEY TwV ONUELWV cuyxpoviopoU.
" EmurpEnovrtal compiler optimizations onwg register allocation.

" To MPOypOaLUO TIPETEL VO TIEPLEXEL TA KATAAANAQ annotations kat Tuyov
memory races va ETAUOVTOL LE XPrON OUYXPOVLIoUOU.

" [lowo ivat to mpoPAnua pe tnv RC;

" Ta noapadAAnAa npoypappata Ba €xouv anpoodLopLlotn cupnepldopd ov
EKTEAEOTOUV O€ €va consistency model dtadopetikd amd auvtd yua To
oroio €xouv ypadtel

cslab@ntua 2017-2018

34



« Sequential Consistency
Ot 7\EL'E’OUle'.EQ LVAUNG TIPETEL va. oOAOKAnpwvovtal He Baon Tn OEpA TOu
TPOYPAUHOTOG.
* H kaBuotépnon pmopel va pewwBel lowc pe xprion speculation.
Aev sTILTPEMOVTOL TA TIEPLOOOTEPQ compiler optimizations
* x86, ARM : not SC.

* TSO & PC

* Erutpenetol n xprnion write buffers.

Aev sTILTPEMOVTOL KoL TTAAL TOL TIEPLOCOTEPA compiler optimizations.

* WO & RC
Eritpemetal n xprion read ko write buffers.
*  Erutpemovtal compiler optimizations petafl Twv onUelwv ocuyXpoviouou.

To TPOYpOUUO TIPETEL va TIEPLEXEL TA KATAAANAQ annotations ywa va
EKTEAEOTEL OWOTAL.

H RC £xelL uoBbetnBei oto memory model twv C/C++ kat Java. Av 0Aa ta data
accesses MPOoTATEVOVTOL OO CUYXPOVLIOHO cuunepidpepetat oav SC.
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P1 P2

Shared
Resource

= Apkouv ta coherence protocols kal ta consistency models yia va
uoc e€aocpalicovv owotn onuacloAoyia otnv mapdaAAnAn
EKTEAECN EVOC TMTPOYPOAUMATOC;
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Processor 0 Processor 1 I I

| 500 |

addi rl,accts,r3
1d 0(r3),r4 [ s:500] [ 500 |

0:
1:
2: blt rd,r2,6 0: addi rl,accts,r3
3: sub r4,r2,r4 1: 1d 0(r3),r4 [S:500] $:500] 500 |
4: st r4,0(xr3) 2: blt rd,r2,6 |h¢400| I |4DO|
5: call spew cash 3: sub rd,r2,r4
4: st r4,0(r3) [ - |Mm:400] 400 |
5:

call spew cash

» YnoBeon: write-back caches (Ba pnopovoe Opuwc Kat write-
through...) + MSI protocol

" TLouveRN;

- ...TTAVTWC To coherence protocol Asttoupynoe cwota
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Processor 0

b &= W N0 = O

addi rl,accts,r3
1d 0(x3) ,r4

: blt rd,r2,6

sub r4d,r2,r4
st r4,0(x3)

call spew cash

Processor 1

b = W NN B O

addi rl,accts,r3
1d 0(xr3) ,r4

blt rd4,r2,6

sub r4d4,r2,r4

st r4,0(x3)

call spew cash

TL OUVEBN oTNV MPAYUATIKOTNTO,;

[ S:500|

| 500 |

| 500 |

| s:500] S:500] 500 |

[Mm:400] 11 | 400]

| 11 |m:400] 400 |

- daoOntika, n mpooPBaon (=read + modify + write) otov

accts[241].bal Ba mpEmeL va yiveTal ATOMLKA

» oL SoooAniec b€ Ba mpeEmel va eTULKAAUTITOVTOL LETOAED TOUC

» ...O0LWC OUTO aKpLPwWC EyLve!

- AUon: cuyxpoviouog npoocPfacswyv otov accts[241].bal
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= PuBuileL tnv npooBaon oe potpalopeva dedopeva
= Kpiowun mteploxn (critical section): 0Aec oL Asttoupyiec evtoc
aUTNC Ba IPEMEL va yivovTal aToULKY, GOV UL eviaiia Ko
adlailpetn Asttoupyia
" Nwg;
- apolBaioc amokAELOHOC
» locks, semaphores, monitors

- atomic instructions

- non-blocking unxaviopot
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Memory

data [~

Thread 2
xdatap

1d xdata, (xdatap)

add xdata, 1

sd xdata, (xdatap)

TuxpeLaletal yLa vor EKTEAECTEL CWOTA 0 KWOLKOC;
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= Xpnon 2 dtapolpalOpevVwy HeTABANTWV.

cl = 1;

L: if c2 = 1 then go to L;
<critical section>
cl = 0;

L:

c2 = 1;

if ¢c1 = 1 then go to L;
<critical section>

c2 = 0;

MNpoBAnua;
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= Xpnon 2 dtapolpalOpevVwy HeTABANTWV.

cl = 1; c2 = 1;
L: if c2 =1 { L: if c1 =1 {
cl = 0; c2 = 0;
go to L, go to L;
} }
<critical section> <critical section>
cl = 0; c2 = 0;

= Anoduyn deadlock.
= Muwkpn miBavotnta livelock.

= [Oavo starvation!
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* Tpomnormnoinon tou alyopiBuou tou Dekker (1986)

= Xpnon 3 dtapolpalOpevwy HeTABANTWV.

cl = 1;
turn = 1;
L: if c2 = 1 & turn =
go to L,
<critical section>
cl = 0;

1

L:

c2 = 1;

turn = 2;

if c1 =1 & turn =
go to L;

<critical section>

c2 = 0;

2

" turn=i - povo 1o thread i pmopei va mepLpével

= Oucl, c2 eyyvovtat to mutual exclusion

" [oAumAokn Auon ywa n! (Dijkstra)
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Peterson's:

"l want to enter."

"You can enter next."

"If you want to enter and

it's your turn I'll wait.”

Else: Enter CS!

"l don't want to enter any more."

Dekker's:

"l want to enter."

"If you want to enter

and if it's your turn

| don't want to enter any more."
"If it's your turn

I'll wait."”

"l want to enter."

Enter CS!
"You can enter next."
"l don't want to enter any more."

cslab@ntua 2017-2018

flag[@]=true;
turn=1;

while(flag[1l]==true&&turn==1){

}
// CS
flag[@]=false;

flag[0@]=true;
while(flag[1l]==true){
if(turn!=0){
flag[@]=false;
while(turn!=0){
}
flag[@]=true;
}
}
// CS
turn=1;
flag[@]=false;

ITyn: http://cs.stackexchange.com/questions/12621/contrasting-peterson-s-and-dekker-s-algorithms
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= Eruitpemnel tnv elcodo otnv Kpiloun mepoxn piocg dtepyaoiog
kaBe popa

= Locks
- acquire(lock) , release(lock)

- evtepn poomabela yia acquire (amo aAAn n kat tnv idla
Slepyacia) evw Oev €xeL yivel release, Ba UmAOKAPEL TNV
EKTEAEDON

struct acct_t { int bal; };

shared struct acct t accts[MAX ACCT];

shared int lock; - N

int id,amt;

acquire (lock) ;

i1f (accts[id] .bal >= amt) {
accts[id] .bal -= amt; /[ critical section
spew cash(); }

releése(lock);

- ZnToUMEVO: TO acquire va yIVETOL KL 0LUTO aTtopKa!
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= Mmopetl va uhomotnBet pe xprion Load & Stores o SC cvotnua N
Kol e tnv mpooBdnkn fences oe relaxed memory model.

- MoAUMAOKOC KWSLKOC

- Mn amoboTikog KwOLKAG

= Eméktoon ISA pe atomic read-modify-write evtoAec
- Test and Set
- Swap
- Compare and Swap

- Fetch and Increment, ...
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" MOAANEC OPXLTEKTOVLKE
acquisition
- Napadeypa: test-
» t&s rl, 0(&lock)

C TTapEXOUV eVTOAEC yia atomic lock

and-set

- EKTeAEl OTOLKA:

mov rl,r2
1d r1,0(&lock
st r2,0(&lock

» Av 1o lock ntav eAevBepo (=0), To deopevel (to BEteLl o 1)

» Av 1o lock ntav deopevpevo (=1), dev 1o aAaleL

- Acquire sequence:

AO: t&s rl,0(&lock)
Al: bnez rl,A0

- Mopopoleg evtoAEC: swap, compare & swap, exchange, fetch-

and-add
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Processor 0O

AO: t&s rl,0(&lock)
Al: bnez rl,#AO
CRITICAL SECTION

Processor 1

AQ:
Al:
AQ:
Al:

t&s rl,0(&1lock)
bnez rl,#AO0
t&s rl,0(&1lock)
bnez rl,#AO0

= O P1 ocuveyilel va kavel spin mavw oto lock...
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Processor 1 Processor 2

AO: t&s rl,0(&lock) MF1 li 1
Al: bnez rl, #A0 AO0: t&s rl,0(&lock) qu'j hf:'1 1
AO0: t&s rl,0(&lock) Al: bnez rl, #AO0 - M1 1
Al: bnez rl, #AO0 AO0: t&s rl,0(&lock) M- 1 I .

Al: bnez rl,#A0

" ETNPEAlOVTAC APVNTLKA OLWC TNV amodoon
- £0TW OTL £XOUUE 3 eme€epyaoTEC QVTL yLa 2
- 0 PO €xeL to lock kal elval evtocg TNG KPLOLUNG TTEPLOXNG

- TLKAvouv oL P1, P2 oto evbLapeoo;

» ektEAeon MoAAwv emavaAnPewv tou t&s loop, KAOe pia €k TwV omoiwy
neptAapBavel kat €va store

» 0 €VOC AKUPWVEL CUVEXWC TNV cache line tou aA\ou, tapayovtog Wolaitepa
avénuevn (kat pn xpnowun) kivnon oto diauvAo
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" JKETTLKO: aVTi pia Slepyacio va ypadel «tudpAa» oto lock peow
t&s, va mopakoAouBel amAd TNV TLUA TOU KAl LOVO OTavV QaiveTal
va elval eAeVBepo va emnLyelpel va To deoUeVOEL

= Acquire sequence:

AOQ:
Al :
A2
A3:
A4

1d r1l,0(&lock)
bnez r1,A0
addi rl,1,rl
t&s rl,0(&lock)
bnez r1,A0

» Méeoa og kaBe smavaAnyn tov loop, mpLv yivel eva t&s:

- gnavaAnmtikad eA€yxouvpue (load) va SoUpe av n T tou lock €xet aAAagel

- ekteAoupe to t&s (store) otav 1o lock (baivetal va) elval eAevBepo

= OL eMeEePYOOTEC KAVOUV Spinning TOTILKA oTnV cache toug

= Alyotepn axpnotn Kivnon oto diowAo
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Processor 1

Processor 2

AO: 1d rl1,0(&lock)
Al: bnez rl1l,A0 AQ:
AO: 1d rl1l,0(&lock) Al:
AO: 1d rl1,0(&lock) Al:
Al: bnez rl,A0 AOQ:
A2: addi rl1,1,rl Al:
A3: t&s rl1, (&lock) A2:
Ad: bnez rl,A0 A3:
CRITICAL SECTION Ad:
AQ:
Al:

1d rl1l,0(&lock)
bnez rl1l,A0

// lock released by processor 0

bnez rl1,A0

1d r1l,0(&lock)
bnez r1,A0
addi rl1l,1,rl
t&s rl, (&lock)
bnez r1,A0

1d r1l,0(&lock)
bnez rl1,A0

S:1 |: 1
S:1 S:1 1
S:1 S:1 1
| I 0
S:0 |: 0
S0 S0 0
S0 S0 0
M: 1 |: 1
|: M:1 1
|: M:1 1
|: M:1 1
|: MLLH 1

= O PO kavel release 1o lock, kat kavet invalidate tnv avtiotowxn

= OLP1, P2 avtaywvilovtal yia tnv amnoktnon tou lock, o P1 kepditel

cache line otouc P1, P2
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" [MOAAEC OPXLTEKTOVLKEG TTAPEXOUV TN SUVATOTNTA OTOULKN G EKTEAEDONC YLa
OUYKEKPLUEVEC EVTOAEC

- OAeC Ol EMIPEPOUC AELTOUPYLEC TTOU KABE TETOLA EVTOAN TtEpAABAVEL EKTEAOUVTOL
oav €va eviaio oUVoAo

- ouvnOwc npokeltal yia Read-Modify-Write Asttoupyleg

= TL.X. X86
INC, DEC, NOT, ADD, SUB, AND, OR, XOR,... (ue LOCK prefix)

XCHG, CMPXCHG,...
int cmpxchg(int *p, int v1, int v2)
int oldval *D;

Y

if (oldval - i) *p = v2;
return oldval;

OTO TIAALOTEPO LOVTEAQ UAOTIOLOUVTAL E KEVTPLKO KAeidwpa tou bus (#LOCK signal)

oTa veOTEpA HOVTEAQ, KAELOwvovTal POVOo oL caches Ttou TEPLEXOUV Ta avTioToLya
dedopéva (av ta mepLEXoUV)

= (4) levika, TOAU TtLo amoSOTIKEC o€ oxEon He ta locks

" (-) KatdAAnAeg yia ammAeg Asttoupylec (.. RMW), aAAd OXL yLa TiLo UVOETEC
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