Kupla Mviun
(Main Memory)

cslab@ntua 2017-2018



* “Memory Systems: Cache, DRAM, Disk”, Bruce Jacob, Spencer W. Ng, David T. Wang,
Morgan Kaufmann Publishers, 2008

e Onur Mutlu, “Main Memory & DRAM Fundamentals”, Computer Architecture -
Lecture 4 — ETH, 2017 (slides & video)

cslab@ntua 2017-2018


https://safari.ethz.ch/architecture/fall2017/lib/exe/fetch.php?media=onur-comparch-fall2017-lecture4-mainmemoryanddramfundamentals-afterlecture.pdf
https://www.youtube.com/watch?v=sZjSBFceV_o

LOAD
MEMORY

STORE
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* Mndeviko kootog mpooTteEAaonc ( )

* ATELPN XWPLTLKOTNTA ( )

* Amnelpo eupog {wvnc ( )
* Mn&eviko kootoc (S) ( )

* OL NG OAVIKNC MVNG Eival

* MeyaAn xwpnTKOTNTA =2 QUENEVOC XPOVOC TIPOCTIEAACONC
* MLKPOG XPOVOC IPOCTIEAOONG = QUENUEVO KOOTOG (S)
* MeydAo eUpoc Lwvng =2 auénuévo kootoc (S)

cslab@ntua 2017-2018



* Dynamic random access memory (DRAM)
- H AoywKn T ==

» 1 0 MUKVWTAC €wval pOoPTLOUEVOC

» 0 0 MUKVWTAC eival eKPOPTIOUEVOC

- MKpO SouLko otolxeio =2 MeyaAn ukvotnta

MukvwTAC =2 Apyn MPooTEAOON
- Xpelaletal avalwoyovnon

» pevparta Slapporic = 0 TUKVWTAC UIMOPEL va artodopTLOTEL OE LEPLKA MS

row enable

bitline

cslab@ntua 2017-2018



» Static random access memory (SRAM)
- H Aoywn TLun amoBnkevetal og dtataén 2

- Meyalo Souko otolxeio (6T) 2 Mikpn mukvotTnTa
- OxL ukvwtnc =2 Mpriyopn mpoomnelaon
- Ae xpelaletol avalwoyovnon

row select

Q_%_’%—

bitline

bitline
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* MeyaAUTepn XWPNTIKOTNTO = APy POOTIEAAON
- SRAM, 512 Bytes, sub-nanosec
- SRAM, KByte~Mbyte, “nanosec
- DRAM, Gigabyte, ~50 nanosec
- Hard Disk, Terabyte, ~10 millisec

large capacity
fast access

* [pnyopotepn npoomEAacn =2 auénuévo Kootog (S)
- SRAM, < 10S per Megabyte
- DRAM, < 1S per Megabyte
- Hard Disk < 1S per Gigabyte

- OLTInEC aAAAlouV pe ToV XpOVo,
aAAa n “taon” eivaw n dla

low cost
fast access
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CPU

Metadopd dedopévwy mou fast and

XpnotpornolouvtoL 6w _: small yer
Kao locality Twv _-" - ¢
dedopevwy > _ -
N UVNUn cbouverou’ PR
* ypriyopn -~ )
* MeyaAn o _

-~ ~ -
-~ ~ - t

Backup —» large but slow

cslab@ntua 2017-2018

Mem

faster per byte

cheaper per byte



Register File
32 words, sub-nsec

manual/compiler
Register spilling

. L1 cache
On CPU Chip 32 KB, ~nsec
5 Automatic HW
cache
~256 KB, many nsec management
i
Intel HW/SW
RDT management
Off Chlp Main memory (DRAM), L\
| GB, ~100 nsec _
I Automatic (OS)
o demand paging

100 GB, ~10 msec |

cslab@ntu
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- Queue, Uncore, I/O

Intel Broadwell-E Core i7 [2016]

10



Register File
32 words, sub-nsec

manual/compiler
Register spilling

On CPU Chip L1 cache

~32 KB, ~nsec

v

Automatic HW
L2 cache
~256 KB, many nsec management

I

L3 cache,
~8MB, many nsec

tomatic (OS)
dermmand paging

Swap Disk
100 GB, ~10 msec

cslab@ntuszo+7—=25+5 11
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Mati n KUPLOL VAN ELVOL GNUOVTLKA?
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Processors Main Memory Storage (SSD/HDD)
and caches

* H kUpLa pvApn eivat KQOe
UTtOAOYLOTIKOU cutnpatoc: server, mobile, embedded etc.

To cuoTtnua TNS KUPLOC UVANG TIPETIEL VAL (o€

neyeBoc, texvoloyla, anodoon, Kootog, Slaxeiplon) ya va
dlatnpouvtal ta opEAN TNC avénuevnc emtidoonc.

cslab@ntua 2017-2018
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H pviun wg dtapolpalOpevoc TTOPOC

Shared Memory

Shared Shared
Memory Memory
Shared Control Control
Interconnect
\

AIOWRA] paIeys

/Kﬁ@mﬁeqs /

Shared Memory

* HnAswowndio Twv mopwv XpNOoLUOTIOLELTAL YLa TNV artofnkeuon Kal
netaboon data

cslab@ntua 2017-2018
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Enidoon
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It’s the Memory, Stupid!

* “It’s the Memory, Stupid!” (Richard Sites, MPR, 1996)

100
95
90
85
80

@ Non-stall (compute) time

B Full-window stall time

75

70
65

60

99

50
45

40

35

%g L2 Misses

20

Normalized Execution Time

15

10
5

0

128-entry window Data from Runahead Execution [HPCA 2003]
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Evépyela
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Communication Dominates Arithmetic

Dally, HiPEAC 2015

Efficient
off-chip link

256-bit access
8 kB SRAM

cslab@ntua 2017-2018

18



* Avaykn yLa peyaAutepn YwpnTtikotTnTa | ), LEYyaAUTEPO

gVpoC SLauAovu (
(QoS)

- Multicore systems: cores

) Kot KAKAUTEPN TTOLOTNTA UTINPECLOLG

- Data-intensive applications: data I (size, throughput)

- Consolidation: etepoygvela

cslab@ntua 2017-2018
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O aplBuoc mupnvwy duthaotaletal ~ KABe 2 xpovia
H xwpntkotnta tng DRAM Suthaoialetal ~ kaBe 3 xpovia

1000

o
(@]

Relative capacity

—— #Core
= DRAM

Lim et al., ISCA 2009

£€00¢
G00¢
900¢

£00¢
800¢

L LOC
¢10¢
€10¢
v10¢

N N
o o
w o

600¢
£10C

N
o
o

* HxwpntikoTNTA LVAUNG/TTUPAVA AVOUEVETOL VO
kKaBe Vo xpovLa.
* [ to eVpoC LwvNnc TO TIPAYHATA ELVaL XELPOTEPQA...

cslab@ntua 2017-2018

20



£
= 100
)
c
o
-
3
>
o
o 10
£
>
<
(o'l
N

Bandwidth & latency

=x-Capacity =~ 4Bandwidth -®-Latency

128x

o —o—0—0 00 —0—0—0

1999 2003 2006 2008 2011 2013 2014 2015 2016 2017

O XpOVOC MPOCTIEAQCNG MAPAMEVEL OXESOV 0TAOEPOC

cslab@ntua 2017-2018
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[Tl 0 XpOVOC ATOKPLONC TOU CUOTAMOTOC UVANG ELVaLL
KploLpoc?

In-memory Databases Graph/Tree Processing

Edbappoyec Evtaong 6£80UEVWV — TO CUGTNO LVANG

yivetal to onueio cupdopnone

APACHE

Spark

In-Memory Data Analytics Datacenter Workloads

cslab@ntua 2017-2018 22




H pvun we dtapolpalOpevoc mopoc o€ ouyxpova
cuotnpata

FPGAs

Auavopevn MOAUTIAOKOTNTA Kol ETEPOYEVELQL!

& foonenoconntnononesostAennBtRaRRARY DANDERARDAI

Hybrid Main Memdry

Iy

Heterogeneous Processors and
Accelerator P

eeeeeeeeeeeee

(General Purpose) GPUs

cslab@ntua 2017-2018 23



* Avaykn yLa peyaAutepn YwpnTtikotTnTa | ), LEYyaAUTEPO
gVpoC SLauAovu ( ) Kot KAKAUTEPN TTOLOTNTA UTINPECLOLG

(Qos)

- Multicore systems: cores

- Data-intensive applications: data I (size, throughput)
- Consolidation: etepoygvela

* H katavaAwon eveEPYELOC TNEG KUPLOC MVAMNG
- ~40-50% energy in off-chip (IBM, 2003)

cslab@ntua 2017-2018
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* YUPYnAn katavaAwaon Loxuoc o€ cUYXPOVO CUOTH AT

>40% in POWER7 (ware+, HPcA'10) >40% in GPU (paul+, 1scx15)

cslab@ntua 2017-2018
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Evepyelako Kootoc DRAM Refresh

 H DRAM katavaAwvVel evépyeLa Kal OTav O& TpooTiEAAUVETAL

100 ,
Present | Future
BO ey e
O b

B
<

()
-

% DRAM energy spent refreshing

-

2Gb 4Gb 8Gb 16Gb 32Gb 64 Gb
Device capacity

Liu et al., “RAIDR: Retention-Aware Intelligent DRAM Refresh,” ISCA 2012.
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* Avaykn yLa peyaAutepn YwpnTtikotTnTa | ), LEYyaAUTEPO

gVpoC SLauAovu (
(QoS)

- Multicore systems: cores

) Kot KAKAUTEPN TTOLOTNTA UTINPECLOLG

- Data-intensive applications: data I (size, throughput)

- Consolidation: etepoygvela

* H katavaAwon eveEPYELOC TNEG KUPLOC MVAMNG
- ~40-50% energy in off-chip (IBM, 2003)

- >40% power in DRAM

- KatavaAwvel evépyela Kot otav 6€ xpnolpomnoleital

* H kAwpakwon (Aoyw texvoAoyiac) «TEAELWVEL»

cslab@ntua 2017-2018
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* O MUKVWTNAG TIPETEL VAL ELVOL OPKETA LEYAAOC YLa a€LOTILoTN avixveuon ¢optiou

* To tpavliotop TPOOTIEAACNC TIPETIEL VAL ELVOLIL LPKETA LEYAAO YLOL TIEPLOPLOUEVDL
pevpata SLapponc

H kAtpakwolpotnta nepa aro ta 40-35nm (2013) Oa eivatl mpokAnon [ITRS 09]
(18nm, 2017)

3D-Stacked DRAM higher bandwidth smaller capacity
Reduced-Latency DRAM lower latenc higher cost
(e.g., RL/TL-DRAM, FLY-RAM) y J
Low-Power DRAM higher latenc
(e.g., LPDDR3, LPDDR4, lower power J y
higher cost
Voltron)
Non-Volatile Memory (NVM) higher latency

3D Xpoint) lower endurance

(e.g., PCM, STTRAM, ReRAM, larger capacity | higher dynamic power

cslab@ntua 2017-2018
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YBpldika Zuotnuata

« Yxeblaon cuotnuatwy =2 Xprjon moAAamAwy texvoloylwv kot HW/SW
EVOPXNOTPWHEVN SlaxeipLlon Toug

Phase Change Memory (or Tech. X)

cslab@ntua 2017-2018
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* H petadopd dSebopévwyv KaBoplotiko onpeilo oupudpopnonc emidoonc Ko
KOTAVAAWONC EVEPYELOLC

. : Melwon tng petadopadc dedopévwy Kavovtag UTToAOYLoHOUC ameuBeiag
ekel omou Bplokovtal ta dedopeva

Processor 1 Database

Core

raphs

edia

Interconnect
Results

cslab@ntua 2017-2018

30



3D-Stacked memory > Near Memory Computing

* Furkoaiplo: Logic + Memory

Hybrid Memory Cube

C O N

Memory

Logic

cslab@ntua 2017-2018
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Aflomotia/Acddaiela
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* ‘000 n texvoloyla katePfaivel e nm pelwvETAL N alomioTia TG

* Mua dlaitepn avakaivyn (2014):

- MoAAeg MLAG YPOLUUNG TNG
kUpLac pvnunes (DRAM row), ptv n pvnpn avalwoyovnBel
(refresh), mpokaAouv 0€ OKOAOUONTIKEC
VPAUMEG

- gepdaviletal og TOAAA
(RowHammer problem)

cslab@ntua 2017-2018 Download from: https://github.com/CMU-SAFAR|/rowhammer
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https://github.com/CMU-SAFARI/rowhammer

loop:

mov (), %eax
mov (), %ebx
clflush ()
clflush ()
mfence

jmp loop

cslab@ntua 2017-2018 Download from:

ll“ll“ll‘l .

'RAM IVIocIuI

HH ﬂﬂ HH TR T
l l! I.l g

https://github.com/CMU-SAFARI/rowhammer
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https://github.com/CMU-SAFARI/rowhammer

loop:

mov (), %eax
mov (), %ebx
clflush ()
clflush ()
mfence

jmp loop

cslab@ntua 2017-2018 Download from:

ll“ll“ll‘l .

'RAM IVIocIuI

HH ﬂﬂ HH TR T
l l! I.l g

https://github.com/CMU-SAFARI/rowhammer
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https://github.com/CMU-SAFARI/rowhammer

'RAM IVIocIuI

HH ﬂﬂ HH Coye, |
o l! I.l g

loop:

mov (), %eax X X X
mov (), %ebx X =
clflush () X XX
clflush () XX XX
mfence Y =

X X X

jmp loop

slab@ntua 20172018  Download from: https://github.com/CMU-SAFAR!I/rowhammer



https://github.com/CMU-SAFARI/rowhammer

* Kaveic umopei pe va of3
ouyxpova DRAM chips

* ‘Evac amAog pnxaviopoc amotuyiog tov HW pmopel va
dnULoUPYNOEL Eval

MIGIED] Forget Software—Now Hackers Are Exploiting Physics

BUSINESS CULTURE ODESIGN GEAR SCIENCE

ANDY GREENBERG SECURITY 08.31.16 7:00 AM

SIARE - FORGET SOFTWARE—NOW
. HACRERS ARE EXPLOITING
- PHYSICS




* Kaveic umopei pe va of3
ouyxpova DRAM chips

* ‘Evac amAog pnxaviopoc amotuyiog tov HW pmopel va
dnULoUPYNOEL Eval

P FOJECt Ze ro Induce bit flips in page table entries = gain write

access to the page table from user space = gain
read/write access to entire memory

News and updates from the Project Zero team at Google

https://googleprojectzero.blogspot.gr/2015/03/expl
oiting-dram-rowhammer-bug-to-gain.html

Exploiting the DRAM rowhammer bug to gain kernel privileges


https://googleprojectzero.blogspot.gr/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
https://googleprojectzero.blogspot.gr/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
https://googleprojectzero.blogspot.gr/2015/03/exploiting-dram-rowhammer-bug-to-gain.html

Apple Patch for RowHammer

* https://support.apple.com/en-gb/HT204934

Available for: OS X Mountain Lion v10.8.5, 05 X Mavericks v10.9.5

Impact: A malicious application may induce memory corruption to escalate privileges

Description: A disturbance error, also known as Rowhammer, exists with some DDR3 RAM that could

have led to memory corruption

CVE-ID

CVE-2015-3693 : Mark Seaborn and Thomas Dullien of Google, working from original research by

Yoongu Kim et al (2014)

This issue was mitigated by increasing memory refresh rates.

HP, Lenovo, and other vendors released similar patches

cslab@ntua 2017-2018
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https://support.apple.com/en-gb/HT204934
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Opyavwon DRAM

40



Address

cslab@ntua 2017-2018

A

L 2" x k bits
N
k

A

CE (chip enable)

WE (write enable)

41



2D storage array

*

MSB

Address —»

Address Register
A 4
Row Decoder
V.V V VY Y Y YYVY

[

A 4 A 4 A 4 A 4 y A 4 A 4

LSB |
gl Column Decoder /

Data Out

cslab@ntua 2017-2018



[ Channel ]

. DIMM |

[ Rank }

[ Chip ]

[ Bank ]

[ Row, Col ]

. Cell |

cslab@ntua 2017-2018
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Opyavwon DRAM
Bottom Up

44



row enable

bitline

cslab@ntua 2017-2018

KupeAidba (cell)

* 1 NukvwTtAG
NAOYIKN TLUN AITOVNKEVETAL UE TN LOPPN
(POPTIOU TTUKVWTN

1 Tpavliotop mpoomelaong
On/Off =2 ouvbEel/amooUVOEEL TOV TUKVWTI) OE
kaAwdio tou ovoualetat bitline

45



bitlines

e 2D mivakag kupeAidwv (cell)

. n DRAM page
4—3 Kowvo kaAwdio (wordline) eAcyxel ta
T Tpav{ioTop mPooTtEAdONC.

wordlines
<H|5|t> <H|5|t>

R A e R R R " KaSe bitline cuvbEsTal o€ algﬁnrﬁpa_
s S S S Row : A : ;

Amp || Amp || Amp o Buff EVLOXUTH) yta tnv aélomiotn aviyveuon tou
...................................................................... utter : ULKpOU @opTiou mukvwtr evoc cell.

Mpoomnélaon 6€ong uvRUNG:

* Evepyomoinon oAokANnpnc ypopung =2 cells cuvdeovtal oe bitlines
e “Avolypa”/tomobétnon ypapuung oe Row Buffer

e Read/Write evtoAéc =2 Stapfalouv/ypadouv oto row buffer

cslab@ntua 2017-2018 46



A

v

210 columns

/
t
< [%5]
2| 14 DRAM :
2 (224 bytes) <
) )
\ P
1 210x 8 bits
- Row Buffer
c O (sense amplifiers)
cwo| 10 v
%Z' +A\ Column MUX /
oo
1 8 bits
DRAM &ellBuvon amo to AeSopéva Tpog To EvtoAr amno tov
memory controller memory controller memory controller
cslab@ntua 2017-2018 47



A

210 columns

10

cslab@ntua 2017-2018

_—]

5 t
2 1 DRAM g
2 (22* bytes) S
r:% ~

o |

"~ 210x 8 bits

Row Buffer

(sense amplifiers)

Column MUX

Column
Addr Latch

Aebopéva ipo¢ to
memory controller

______________

To péyeBoc tou column
elval to width autou tou
interface

EvtoAn amno tov
memory controller

48



A
v

210 columns

/
f
= m
S 14 , DRAM g
2 (224 bytes) <
] )
\ B
1 2%%x 8 bits
< Row Buffer
c2 (sense amplifiers)
cwo| 10 v
%:' <~ Column MUX /
o5
< A
- 8 bits
Aedopéva tpog To EvtoAr ano tov
memory controller memory controller

cslab@ntua 2017-2018 49



A
v

210 columns

/
f
= m
S 14 , DRAM g
2 (224 bytes) <
] )
\ B
1 2%%x 8 bits
< Row Buffer
c2 (sense amplifiers)
cwo| 10 v
%:' <~ Column MUX /
o5
< A
- 8 bits
Aedopéva tpog To EvtoAr ano tov
memory controller memory controller

cslab@ntua 2017-2018 50



A

210 columns >

/
< ]
g 14 DRAM
2 (224 bytes)
o
\ P
1 219x 8 bits
S
[
€| 10 v
%Z’ +A\ Column MUX /
oS
<
A 8 bits

Aebopéva ipo¢ to
memory controller

cslab@ntua 2017-2018

+— 21 rows —

Row Buffer
(sense amplifiers)

EvtoAn amno tov
memory controller

51



[MpoomeAaon DRAM array

‘ 219 columns -
/
f

P (%]

=| 14 DRAM 3

2 ] (224 bytes) <
S ~
_ /

210 8 bits

- Row Buffer
cS 10 (sense amplifiers)
e
SO Column MUX /
o5

< 4

A 8 bits
Access Address Aebopéva ipo¢ to EvtoAn amo tov
(Row 0, Column 2) memory controller memory controller

cslab@ntua 2017-2018 52



[MpoomeAaon DRAM array

‘ 219 columns -
/
f
P (%]
=| 14 DRAM 3
2 (224 bytes) <
- )
]
210 8 bits
| 2 Row Buffgr
cS 10 (sense amplifiers)
Em©
SO Column MUX /
o5
< 4
A 8 bits
Access Address Aebopéva ipo¢ to EvtoAn amo tov
(Row 0, Column 2) memory controller memory controller
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Mpoomnelaon DRAM array

‘ 219 columns >
/
f
P (%]
=| 14 DRAM 3
2 (224 bytes) <
- )
]
210 8 bits
| 2 Row Buffgr
cS 10 (sense amplifiers)
Em©
SO Column MUX /
o5
< 4
A 8 bits
Access Address Aebopéva ipo¢ to EvtoAn amo tov
(Row 0, Column 2) memory controller memory controller
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Mpoomnelaon DRAM array

* 210 columns -
/
t
>< (%5]
=| 14 DRAM 3
> (224 bytes) <
) )
T
210x 8 bits
| 2 Row Buffgr
cS 10 (sense amplifiers)
Em©
SO Column MUX /
OB
< ﬂ‘
1 8 bits
Access Address Aebopéva ipo¢ to EvtoAn amo tov
(Row 0, Column 2) memory controller memory controller

cslab@ntua 2017-2018 55



* ‘Evac peyaioc povoAlBikoc miivakog Mvnung

- ExeL peyaio xpovo amnokplong ( )
- Aev enutpenel mToANaAEC MapAAANAEC TPOCTIEAACELC
( — MLP)
* Alaipeon niivoka og N eMUEPOUC Tou prmopouv va

npooreAaotolv otov (6lo 1] og akoAouBOnTIKO KUKAO (cycle)
- KaBe bank €xeL péyeboc ouvoldikn uvnun/N
- Mpoomnelaoelc oe dtadopetika banks emikaAvmtovto
- Bits tn¢ 6tevBuvonc kaBopilouv oe molo bank Ba avtiotownBel

cslab@ntua 2017-2018
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[

° . Eva

* H pkpotepn dopn pvAunG n omoio PmopeL va tpooTieEAQLOTEL
nopAAAnAa )

Adalpetikn Aoykn avamapactaon bank

A

CE (chip enable)
WE (write enable)

A

Address

> Bank O

<«------- 1K rows

Jf 32 bits

cslab@ntua 2017-2018



. dlataén HvNUNG ou armoteAeitol amo moAAaAd
banks (8 ouvnBwc)

* Ta banks ditapotpalovtal kowouc StoaUAoug
evtoAwVv/dLevBbuvoewv/dedouevwv

( )

- pipelined accesses

cslab@ntua 2017-2018
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DRAM CHIP
Bank O Bank 7
. 'Row O
q) 1 1
- | F---- F=————— === ===
o : :
O 1 1 ‘_|
Row Addres® '-?"E- ------ i-—-c)-"
R & = I 1 c
O P S TrT -
S o | R
< -__U_—_E- ------ E-__S_-- [ ] e o
; 1 1
S |- R
Row R-1
ROW BUFFER
| v v
Column ™ Column Decoder ] | ]
Address - 7 i
32
DRAM command bus DRAM data‘bus
t (

\ DRAM MEMORY CONTROLLER } 2

DRAM address bus
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MNpoBAnua:

* H katookeur evoc DRAM chip pe “eupt” interface (m.x 32-bit/pin
chip) sivat akpBn (S).

. DRAM CHIP
' Bank 7 !
Bank 1 m
Bank O g
! hd
! —
Address !
A ;
32
f32
t 32 Vv

________________________________________________________
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16€aL:

* 2UAAoyikn xprion cuvoAou chip, to kaBeva e pkpo interface, yLa
N dSnuoupyla pLac eupeilac dStemadnc
( ).

. 2UvVoAo armo chip mou
- amoKpilvovtal otnv KOlL OTNV
- amnobnkevovtog TWV {NTOUUEVWV
* M doukn povado DRAM ( ) artoteAeitol
aTto
- T.X (dual inline memory module)

- OlUTO OUVOEOUE OTN UNTPLKA pac Kapta!

cslab@ntua 2017-2018 61



: dnuloupyia 64-bit interface pe to memory controller, pe éva rank
arno 8 chip pe 8-bit interfaces. H cwpeutikn €€0do¢ divel ta 64-bit.

DIMM DRAIVICHIP7
__iDRAMCHIPL '
' DRAM CHIP O .
’ Bank 7 !
Bank 1 !
Bank O g
; =
A:ddress . !
I A ;
o. 8
8 —— I .
4 8 | v v
7

cslab@ntua 2017-2018



64-bit Wide DIMM (one rank)

* 'Evag AAAOC TPOTOC Vo TO OKEDTOUUE/ATIELKOVIOOULE Elval N KOTATUNON
(partitioning) tou kaBe bank ota dtadopetika chips tou idlov rank.

I Data <0:63>

cslab@ntua 2017-2018
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* Ta chip tou iblou rank €xouv
(avtamokpivovtal otnv bLa evtoAn) aAld €xouv
(mapexouv SLadpopETKO TUAMA TwV dedOUEVWV)

DRAM DRAM DRAM

Chip Chip Chip

Command Data

cslab@ntua 2017-2018

DRAM
Chip

DRAM
Chip
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64-bit Wide DIMM (one rank)

To bank e€akoAouBel va elval n LLLkpOTERN OO LVILLNC TIOU UITOPEL va
TMPOOTIEAAOTEL Tt p AN A, ATAWG ELVOL KOTOVE LN LEVO.

Rank 0

I Data <0:63>

cslab@ntua 2017-2018
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64-bit Wide DIMM (one rank)

To bank e€akoAouBel va elval n LLLkpOTERN OO LVILLNC TIOU UITOPEL va
TMPOOTIEAAOTEL Tt p AN A, ATAWG ELVOL KOTOVE LN LEVO.

Open
Bank O, Row O

Rank 0

I Data <0:63>

cslab@ntua 2017-2018
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64-bit Wide DIMM (one rank)

To bank e€akoAouBel va elval n LLLkpOTERN OO LVILLNC TIOU UITOPEL va
TMPOOTIEAAOTEL Tt paAAn Ao, amAwC elval

Open
Bank O, Row O

I Data <0:63>
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64-bit Wide DIMM (one rank)

To bank e€akoAouBel va elval n LLLkpOTERN OO LVILLNC TIOU UITOPEL va
TMPOOTIEAAOTEL Tt paAAn Ao, amAwC elval

Access data: RowO, Col O
(8 bytes — dictated by interfaces)

I Data <0:63>
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64-bit Wide DIMM (one rank)

To bank e€akoAouBel va elval n LLLkpOTERN OO LVILLNC TIOU UITOPEL va
TMPOOTIEAAOTEL Tt p AN A, ATAWG ELVOL KOTOVE LN LEVO.

Access data: RowO, Col O
(8 bytes — dictated by interfaces)

Rank 0

I Data <0:63>
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64-bit Wide DIMM (one rank)

To bank e€akoAouBel va elval n LLLkpOTERN OO LVILLNC TIOU UITOPEL va
TMPOOTIEAAOTEL Tt p AN A, ATAWG ELVOL KOTOVE LN LEVO.

Access data: RowO, Col O
(8 bytes — dictated by interfaces)

Rank 0

cslab@ntua 2017-2018

70



64-bit Wide DIMM (one rank)

MAgovekTpaTo:

* Aewtoupyel we €va chip peyaine ywpntikotntoc Kot Slevpupevng dtemadng
(wide interface) €éxovtag YapnAOTEPO KOOTOC.

e O memory controller 6e xpelaletal va dtaxelplotel ta chip

Awaxelpiletal ta banks (N pikpotepn Sopun mou pnopet va mpoomnelaotel mapdAAnAa —
bank level parallelism) ayvowvtog oTL VAl KATAVEUNUEVA.

<0:7>
8:15>

I Data <0:63>
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64-bit Wide DIMM (one rank)

MelovektApata:
. : O HmopouV va Yivouv MpooTEAACELG LLKPOTEPEC ATIO TO
“evpoc” tnc dlemadnc (8 bytes)

I Data <0:63>
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'DIMM 'DIMM
| [DRAM CHIP 7 . | [DRAM CHIP 7 .

[DRAMCHIPT i i [DRAM CHIP 1

DRAM CHIP 0 : | [DRAM CHIP 0
BANK 0 BANK 7 ; 3 o BANK 0 BANK 7
| Rowo | i | | Rowo |
Row Row
Address Address

P
| Row Address Decoder
P

| Row Address Decoder

| RowR-1 | RowR-1

| |
i |
' |
| |
| :
i |
ROW BUFFER $ o | ROW BUFFER $
N I
Column - ~ . i i <

( ) Column - < p L
Address L Column Decoder J L J : : W.—L Column Decader J L J
; ! s | | R v 8
; 8 | i . 8
[ 8 64 | | [ 8 64
N forav e forav i
Command Bus 64-Dit wide Command Bus 64—bit wide
channel channel

DRAM Address Bus| DRAMMEMORY CONTROLLER  “hp 431 Data Bus DRAM Address Bus| DRAMMEMORY CONTROLLER  “hp 431 Data Bus

To oUvoAo twv banks (opyavwpeva o€ ranks ko
DIMMs) ta omoia Stapotpalovtol

2 memory controllers
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]

Processor

cslab@ntua 2017-2018

Rank

Bank D

Rank Rank Rank

Bank _j Bank D Bank D

' —cmd bus—
—oddr bus— |
\$-data bus—> |
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Opyavwon DRAM
Top Down
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“Channel”

|
|
I o i g GORS G

e | S —
Processor

Memory channel
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DIMM (Dual in-line memory module)

Memory channel
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DIMM (Dual in-line memory module)

Front of DIMM

SPD

LI
3

(O oYYV ) [mﬂ&[ﬁ”ﬂlﬁﬁ:mﬂl[[ﬂﬂﬂ'mmmmﬁm <
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Back of DIMM
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DIMM (Dual in-line memory module)

Rank 0

SPD

LI
3

(O oYYV ) [mﬂ&[ﬁ”ﬂlﬁﬁ:mﬂl[[ﬂﬂﬂ'mmmmﬁm <
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Breaking Down a DIMM - Ranks

—> Rank 0 (Back) Rank 1 (Back)

<0:63>

Addr/Cmd  CS <0:1> Data <0:63>

\—'—I

Memory channel
cslab@ntua 2017-2018
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<56:63>

Data <0:63>
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Breaking Down a Bank

-

2kB
<€ >
1B (column)
<>

row 16k-1

row 0

1B

/
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Napadewypa: Metadopa evoc cache block

Physical memory space

OXFFFF...

Channel 0

0x40

64B
cache block

0x00 v
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Napadewypa: Metadopa evoc cache block

Physical memory space

Chip 0 Chip 1 Chip 7
OXFFFF.. Rank 0

L1 11 L1 11 | E
N
™
o
\Y4

0x40 A

64B Data <0:63>
cache block
0x00 v
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Napadewypa: Metadopa evoc cache block

Physical memory space

OxFFFF...
Row 0
ColO
0x40 A
64B
cache block
0x00 v

cslab@ntua 2017-2018

Chip 0

Chip 1

Rank O

Chip 7

-

"

..

<0:7>

Data <0:63>
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Napadewypa: Metadopa evoc cache block

Physical memory space

OxFFFF...

0x40

0x00 L

cslab@ntua 2017-2018

\ 4

Row 0
ColO
64B
cache block

Chip 0

Chip 1

Rank O

Chip 7

-

"

..

<0:7>

Data <0:63>
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Napadewypa: Metadopa evoc cache block

Physical memory space

OxFFFF...

0x40

0x00 L

cslab@ntua 2017-2018

\ 4

Row 0
Col1l
64B
cache block

Chip 0

Chip 1

Rank O

Chip 7

-

"

X

<0:7>

Data <0:63>
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Napadewypa: Metadopa evoc cache block

Physical memory space

Chip 0 Chip 1 Chip 7
OXFEEF... Rank 0
L1 11 L1 11
Rowo‘r_ij ]j © oo ;j
Col1l
N
™
o
\Y4
0x40 A
64B Data <0:63>
cache block
0x00 WL V

8 KUkAoL I/O xpeLalovtal ylo tn petadopa svoc block 64B
Alaalovtal 8 oTAAEC TOU KataveunpEvou bank akoAouvBntika

cslab@ntua 2017-2018
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* Emtpenouv moAAQMAEC TOUTOXPOVEC TIPOCBACELG VNG

ndr s

DRAM

\

A

A 4

\ 4

Wait for DRAM access

Wait for DRAM access

Wait for DRAM...

Data Bus

Addr Bus < A,

7A1>§A2><A3>—

DRAM

A

Waitffor DRAM bank 0

Wait for DRAM bank 1

Wait for D

RAM bank 2

W3

it for DRAM bank 3

Data Bus —{ D, X D, >< D, >< D, >—

cslab@ntua 2017-2018




* Bits tn¢ 6tevBuvonc XpNOLUOTIOLOUVTOL VLA TNV AVTLOTOLXLON

* Napadeypa: 2GB pvApn, 8 banks, 16K rows & 2K columns
per bank, memory bus 8 bytes
Row interleaving

Row Bank Column Byte in bus (3
(14 bits) (3 bits) (11 bits) bits)
* AkohouBnTika rows oe * [pooneAdoelg akodovOntikwyv cache blocks
akoAouBntika banks g€umnpetouvtal e pipelined tpomno

Cache Block interleaving (cache block 64B)

High Col ‘ Bank ‘ Low Col ‘Bytein bus (3
(8 bits) (3 bits) (3 bits) bits)

Row
(14 bits)

AkolouBntika cache blocks e «  Mpoomnehdoelg akolouBntikwv cache blocks
akohouBntika banks gEumnpetouvtal mapaAAnAa
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ETtItpEMOUV TOUTOXPOVEC IPooPacelc uvnUng (concurrency)

Bits tn¢ dtevBuvonc xpnolpomoLlouVTaL yla TNV avTlotoixlon

2toxoC: Meiwon twv bank conflicts

Nwc emt\éyw ta bits-Oeiktec yia Staomopad ota banks?
- Ta LSB €xouv peyoaAUtepn eviporia

- Xpnon ocuvaptiocewv Katoakeppatiopou (hash)
(rt.x XOR Siadpopwv bits tng dtevBuvonc)

cslab@ntua 2017-2018
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OS interference

: TO AELTOUPYLKO cUOTNHA UTTOPEL va TtapEUPEL
otn dtadikaoia avriotoixlong xwpic EAeyxo (uncontrolled)

VA Virtual Page Number Page Offset
(52bits) 12 bits)
| |
PA Physical Page Frame | Page Offset
(19 I:iits) I 12 bits)
I I
Row Bank Column Byte in
(14 bits) (3 bits) (11 bits) bus (3 bits)

cslab@ntua 2017-2018
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Opota opeAn pe moAartAa banks (concurrency)

Akopa kaAvtepa SLOTL EXOUV

Avénuevo evpoc {wvng

* Melovektnpata:
- Au€nuEvo KOOTOC o€ S Kal O€ area

cslab@ntua 2017-2018
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Avtiotoiylon o€ multiple channels

C Row Bank Column Byte in bus (3
(14 bits) (3 bits) (11 bits) bits)
Row C Bank Column Byte in bus (3
(14 bits) (3 bits) (11 bits) bits)
Row Bank C Column Byte in bus (3
(14 bits) (3 bits) (11 bits) bits)
Row Bank Column c | Bytein bus (3
(14 bits) (3 bits) (11 bits) bits)

cslab@ntua 2017-2018
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Xpovoc¢ anokpionc DRAM
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wordlines

Enttokomtnon DRAM Bank

bitlines

-------------

Row
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3 Baowkeg EvtoAecg MNpoomelaonc:

— Open row (place it into Row Buffer)

— Read/Write column in the Row Buffer

— Close the row and prepare the bank
for a next access

cslab@ntua 2017-2018
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< Activating (tRAS=35ns) > Precharging
Precharged <« tRCD=15ns » <—— READ/WRITE Allowed —> <« tRP=15ns —»

0 Vep Vep
T wordiine @ @1 .

NN ACTIVATE
O :@:::— 0O

BE B e

Figure 4. DRAM bank operation: Steps involved in serving a memory request [17] (Vpp >Vpp)

bitline
Vpp (stable)

VDD/2+6

Category RowCmd<++RowCmd RowCmd++ColCmd ColCmd+«+ColCmd ColCmd—DATA
Name tRC tRAS tRP tRCD tRTP tWR* tCCD tRTW T tWTR* CL CWL
Commands A—A A—P P—A A—-R/W R—P W* =P R(W)—=R(W) R—-W W* =R R—DATA W-—=DATA
Scope Bank Bank Bank Bank Bank Bank Channel Rank Rank Bank Bank
Value (ns) ~50 ~35 13-15 13-15 ~1.5 5-7.5 11-15 ~1.5 13-15 10-15
A: ACTIVATE- P: PRECHARGE- R: READ— W: WRITE * Goes into effect after the last write dara, not from the WRITE command

T Not explicitly specified by the JEDEC DDR3 standard [18]. Defined as a function of other timing constraints.
Table 1. Summary of DDR3-SDRAM timing constraints (derived from Micron’s 2Gb DDR3-SDRAM datasheet [33])
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ACT

Memory array

Periph. & I/O

READ

PRE

1. Activation

v

circuitry

"5 10 )
2.1/0

time

v

Bus

Table 2. Timing Constraints (DDR3-1066) [43]

Phase Commands Name Value
ACT — READ
| ACT— WRITE  CRCD - 15m8
ACT — PRE tRAS 37.5ns
READ — data tCL 15ns
2 WRITE — data tCWL 11.25ns
data burst tBL 7.5ns
3 PRE — ACT tRP 15ns
_ . . tRC
1&3 ACT — ACT (tRAS+LRP) 52.5ns

cslab@ntua 2017-2018

v

AlodpopeTikEG akoAouBiec mpoomeAdoewv
e SLapOpPETIKEC TOTILKOTNTEC (i.e bank,
row, rank etc hit/conflict) €xouv
SLapopeTIKOUC XPOVOUC ATIOKPLONG
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= 3 o = 3
<< o < <
Memory arra r .
moryandy 1. Activation 1. Activation ]—»
Periph. & 1/0 A A ) time
circuitry 2.1/0 2.1/0 >

Q
0
c+
Q

v

Bus

Table 2. Timing Constraints (DDR3-1066) [43]

Phase Commands Name Value
ACT — READ
I ACT— WRITE CRCD - 15ms * First access =2
ACT — PRE tRAS 37.5ns
 Second access =2
READ — data tCL 15ns
2 WRITE — data tCWL 11.25ns
data burst tBL 7.5ns
3 PRE — ACT tRP 15ns
. . . tRC
1&3 ACT — ACT (tRAS+LRP) 52.5ns
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Q Q Q

S| 3|8 &

< ac o o
Memory array r ; . ] >
— ] 1. Activation ] >
Periph. & 1/0 r Y Y ) time
circuitry |2 4Y | 4 Y 12 4Y J g
Bus data g data @ data >

Table 2. Timing Constraints (DDR3-1066) [43]

Phase Commands Name Value
ACT — READ _
I ACT— WRITE  CRCD 1ons e First access -
ACT — PRE tRAS 37.5ns
 Second access =2
READ — data tCL 15ns .
> WRITE — data  tCWL  11.25ns e Third Acess =
data burst tBL 7.5ns
3 PRE — ACT tRP 15ns
e - . tRC )
1&3 ACT — ACT (tRAS+LRP) 52.5ns
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Moloc eAEyxeL TN AELTOoUpyila TNGC HVAMNG?
EAeyktec pvnunc (Memory Controller)
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* OL LVNUEC LE HEYAAOUC XPOVOUC QTTOKPLONG EXOUV TTAPOMOLaL
XOLPOKTNPLOTLIKA IOV amattouv diaxeipton/EAeyxo.

* Oa xpnotlpomnotnoovpe tnv DRAM w¢ mapadelypa

- Opwc ta Baoika KoL KOt
nov Ba oculntriocou e, eivat cuvadn
yla Stapopwv TUTIWV
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Ataodalilel Tnv opON Asttovpyia tnge DRAM

. npo¢ tnv DRAM cefopevoc toug
TEPLOPLOUOUC XpoviopoU tou DRAM chip
- Metadpalel TIC AlTAOELS LVvANG o€ akoAouBiec evtoAwv DRAM

- Meploplopot: (bank, bus, channel etc)

ATtOONKEVEL TIC ALTNOELC O eVOLAESN KUVALLN KOLL TLG
e otoyo tnv vPnAn enidoon + QoS
- Reordering
- row-buffer/bank/rank/bus etc. management

Alaxelpiletal TNV KatavaAwon oxvog tnc DRAM
- Turn on/off DRAM chips
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* 2Ttov enegepyaotn ( )
- MIKPOTEPOC XPOVOC ATIOKPLONG YLOL VAL Memory access

- MeyaAutepo eUpo¢ {wvng AVALESO OTOUC TIUPHVEC Kall
Tov memory controller

- Mo eVKoAn “erikovwvia” MAnpodoplac petall Toug
(Tt.X OO0 oNUAVTLKO £ival Eva request?)

* 2170
- EukoAla mpoodeonc (plug-in) dtadpopwv TUMWV HVAKNG 0TO cUCTNUO

- Mewwpévo power budget tou CPU chip
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cpu

cpu

1/0

queue bank /-

pool management %

—_— Bank 0 /

arbiter =

s Bank 1 E’ 8 %

request \ £ T %

)

streams % E %—

Bank 2 \

- - - -
transaction address command electrical
scheduling translation scheduling signalling
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DRAM memory controller

DRAM

DRAM

DRAM

DRAM

M*I

P

DRAM
access
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L2 Cache 0
To/From Cores  Requests

L2 Cache N-1
Requests

To/From DRAM Banks

To DRAM Banks

N ¢ . e . 4
w -
- L Crossbar
= 4
; : ________ % _____________________________ J' _______ A Memory Request
f : : Buffer
| |
S BANK 0 o BANK B-1 !
. REQUEST REQUEST !
™ BUFFER BUFFER |
! I
! |
|
|
LTI ST Tt ToT T TIT TN STTITITT .
. _ 1 + Memory Access
= Bank 0 . . . Bank B—-1 ' Scheduler
= Scheduler Scheduler :
= ., A —
o~
= \ /
<7
= DRAM Bus Scheduler
', A
Selected Address and DRAM Command
....................................... T ETEer e eyt
y DRAM Address/Command Bus ¢
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MOALTIKEC:

. - Kpatdw tn ypaupn avolxti oto Row Buffer
(6ev kAvw precharge apeowc).
AKOAOUBNTLKEC MPOOTIEAACELC OE OTHAEC
QVOLYTNC YPOAUUAC £XOUV TTOAU LKPOTEPO KOOTOC.
Euvoel attioelc pviung pe locality.
(commodity systems, small agent number)

KAelvw tn ypapuun oto Row Buffer

(precharge ap€owcg).

AkoAouBnTLkEC TPooTEAACELC 0€ SLOPOPETIKA rOWS €XOUV
LLLKPOTEPO KOOTOC.

Euvoel irregular attioelc pvAune. (systems with large agent
number)

. . Avvaopikn npooappootikn (adaptive) texvikni
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Columns

| -
Q
Y
G
-}
o
(@)
Rows o
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
r-———" -~ ~"~"~"r~~"~"""A~"~"~"~“~"r~"~~""A~"~"~"“~"r~"~""~°’r~"—™°%
1 1 1 1 1 1 1
1 1 1 1 1 1 1
R IS I I SN [P RN
Lo >
\ .t __r_ __r ___r___r___ L
[ S o
N L
Fe-——d————Fm——dm— ek mm—d === == —
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
r-———" -~ ~"~"~"r~~"~"""A~"~"~"~“~"r~"~~""A~"~"~"“~"r~"~""~°’r~"—™°%
1 1 1 1 1 1 1
A S S S B
A

19p023ap Moy
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Access Address:
(Row 0, Column 0)

Columns

| -
Q
Y
G
-}
o
(@)
Rows o
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
r-———" -~ ~"~"~"r~~"~"""A~"~"~"~“~"r~"~~""A~"~"~"“~"r~"~""~°’r~"—™°%
1 1 1 1 1 1 1
1 1 1 1 1 1 1
R IS I I SN [P RN
Lo >
\ .t __r_ __r ___r___r___ L
[ S o
N L
Fe-——d————Fm——dm— ek mm—d === == —
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
r-———" -~ ~"~"~"r~~"~"""A~"~"~"~“~"r~"~~""A~"~"~"“~"r~"~""~°’r~"—™°%
1 1 1 1 1 1 1
A S S S B
A

19p023ap Moy

110
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Access Address:
(Row 0, Column 0)

Columns

| -
Q
Y
G
-}
o
(@)
Rows o
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
iy B i R e e e R
1 1 1 1 1 1 1
1 1 1 1 1 1 1
[N [P [ [ IR U N E——
Lo >
vy L
[ S o
N L
B e e R s i st
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
iy B i R e e e R
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

Row address 0
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112

Row Buffer

Empty

Access Address:

Rows
o Wl
c
£ I
=)
o)
o A R
1 1 L_V 1 1 1
19p023p MOY
— o
© A
c
c v
u d
_ ©
an ()
: :
o
o
=
(@)
oz
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Access Address:
(Row 0, Column 0)

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

Row address 0

Row Buffer

113
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Access Address:
(Row 0, Column 0)

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

Row address 0
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Row Buffer

Column address O —»\Column mux /
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Access Address:
(Row 0, Column 0)

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

Row address 0
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Row Buffer

Column address O —»\Column mux /
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Access Address:
(Row 0, Column 0)

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

Row address 0
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Row Buffer

Data

Column address O —»\Column mux /
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Access Address:
(Row 0, Column 0)

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

Row address 0
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Row Buffer

Column address O —»\Column mux /
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Columns

118

Row Buffer

Data

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 ]
F==-=----F-=--A----F--=-9----F---r---

1 1 1 1 1 1 1

1 1 1 1 1 1 1
I D ED PP SO SENPEY U I,

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 1
r———"1-—-=-~-"F=-=—=""A-~-=-=-"F~=~=A4=-=-=-"="F~~="t—-=—-

1 1 1 1 1 1 1

1 1 1 1 1 1 1
| o LU __d____‘___b\___

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 1
NN

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 ]
F==-=----F-=--A----F--=-9----F---r---

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1

A

Access Address:

19p023ap Moy

Row address 0
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119

Row Buffer

Access Address:

Columns

Rows
“ 1 1 L_V 1 1 1
19p023p MOY

— O
— A
- )
m | .
S 3
(@) ©
© =
o °
=

@)

o

Data
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HIT

Row Buffer

Access Address:

Columns

Rows
“ 1 1 L_V 1 1 1
19p023p MOY

— O
— A
- )
m | .
S 3
(@) ©
© =
o °
=

@)

o

Data
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HIT

Row Buffer

Access Address:

Columns

Rows
“ 1 1 L_V 1 1 1
19p023p MOY

— O
— A
- (]
m [
S 3
(@) ©
© =
o °
=

o)

o

Data

Column address 1 —»\ Column mux /
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HIT

Row Buffer

Access Address:

Columns

Rows
“ 1 1 L_V 1 1 1
19p023p MOY

— O
— A
- (]
m [
S 3
(@) ©
© =
o °
=

o)

o

Data

Column address 1 —»\ Column mux /
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123

HIT

Row Buffer

Access Address:

Columns

Rows
“ 1 1 L_V 1 1 1
19p023p MOY

— O
— A
- (]
m [
S 3
(@) ©
© =
o °
=

o)

o

)
Data
|

Column address 1 —»\ Column mux /
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Columns

124

Row Buffer

Data

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 ]
F==-=----F-=--A----F--=-9----F---r---

1 1 1 1 1 1 1

1 1 1 1 1 1 1
I D ED PP SO SENPEY U I,

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 1
r———"1-—-=-~-"F=-=—=""A-~-=-=-"F~=~=A4=-=-=-"="F~~="t—-=—-

1 1 1 1 1 1 1

1 1 1 1 1 1 1
| o LU __d____‘___b\___

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 1
NN

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 ]
F==-=----F-=--A----F--=-9----F---r---

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1

A

Access Address:

19p023ap Moy

Row address 0
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Access Address:

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

(Row 0, Column 85)
Row address 0

Row Buffer

Data

125
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Access Address:

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

(Row 0, Column 85)
Row address 0

HIT

Row Buffer

Data

126
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Access Address:

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

(Row 0, Column 85)
Row address 0

HIT

Row Buffer

127

Data

Column address 85 —»\Column mux /
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Access Address:

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

(Row 0, Column 85)
Row address 0

HIT

Row Buffer

128

Data

Column address 85 —»\Column mux /
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Access Address:

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

(Row 0, Column 85)
Row address 0

HIT

Row Buffer

129

Column address 85 —»\Column mux /
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Columns

130

Row Buffer

Data

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 ]
F==-=----F-=--A----F--=-9----F---r---

1 1 1 1 1 1 1

1 1 1 1 1 1 1
I D ED PP SO SENPEY U I,

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 1
r———"1-—-=-~-"F=-=—=""A-~-=-=-"F~=~=A4=-=-=-"="F~~="t—-=—-

1 1 1 1 1 1 1

1 1 1 1 1 1 1
| o LU __d____‘___b\___

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 1
NN

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 ]
F==-=----F-=--A----F--=-9----F---r---

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1

A

Access Address:

19p023ap Moy

Row address 0
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Columns

131

Row Buffer

Data

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 ]
F==-=----F-=--A----F--=-9----F---r---

1 1 1 1 1 1 1

1 1 1 1 1 1 1
I D ED PP SO SENPEY U I,

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 1
r———"1-—-=-~-"F=-=—=""A-~-=-=-"F~=~=A4=-=-=-"="F~~="t—-=—-

1 1 1 1 1 1 1

1 1 1 1 1 1 1
| o LU __d____‘___b\___

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 1
NN

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1 ]
F==-=----F-=--A----F--=-9----F---r---

1 1 1 1 1 1 1

1 1 1 1 1 1 1

1 1 1 1 1 1

A

Access Address:

19p023ap Moy

(Row 1, Column 0)
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Access Address:

132

CONFLICT !

Row Buffer

Rows

Columns

Data

19p023ap Moy

(Row 1, Column 0)
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Access Address:

133

CONFLICT !

Row Buffer

Rows

Columns

Data

—»\ Column mux /

19p023ap Moy

(Row 1, Column 0)
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Access Address:

CONFLICT !

Row Buffer

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

(Row 1, Column 0)
Row address 1

—»\ Column mux /

Data

134
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Access Address:

Columns
(Row 1, Column 0) o _: IR
'8 __________________________
O X
Row address1 — 5 @ ST SRS P O S
© s
; __________________________
o)
oc ISR S B

Row Buffer CONFLICT !
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Access Address:

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

(Row 1, Column 0)
Row address 1

CONFLICT !

Row Buffer

Data

136
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Access Address:

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

(Row 1, Column 0)
Row address 1

CONFLICT !

Row Buffer

137

Data

Column address O —»\Column mux /
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Access Address:

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

(Row 1, Column 0)
Row address 1

CONFLICT !

Row Buffer

138

Data

Column address O —»\Column mux /
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Access Address:

Columns

1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
JE P S PPN SN SUpRPY BUPEY I,
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
il el e Bl e e et i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
| o LU __d____‘___b\___
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 1
B P P L Ty i
1 1 1 1 1 1 1
1 1 1 1 1 1 1
1 1 1 1 1 1 ]
it Bt plaiite It wideiat Rl it dhtte
1 1 1 1 1 1 1
1 1 1 1 1 1 1
A

19p023ap Moy

(Row 1, Column 0)
Row address 1

139

Row Buffer

Column address O —»\Column mux /
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Policy

Open row
Open row

Closed row

Closed row

Closed row

cslab@ntua 2017-2018

Row 0
Row 0

Row 0O

Row 0

Row 0

Row 0 (row hit)

Row 1 (row
conflict)

Row 0 — access in
request buffer
(row hit)

Row 0 — access not
in request buffer
(row closed)

Row 1 (row closed)

Row Buffer Management Policies

Commands
needed for next
access

Read

Precharge +
Activate Row 1 +
Read

Read

Activate Row 0 +
Read + Precharge

Activate Row 1 +
Read + Precharge

140



CPU
Req.
stream

cslab@ntua 2017-2018

-

channel 0
bank 5
rank 0
row 0x19C
col 0x60

channel 0
bank 2
rank 0
row Ox7E2
col Ox8E

DRAM address mapping
row:column:bank:offset

—r
N .

Bank n -1

queue depth

scheduling:
round-robin
through n banks,
queue-depth
weight based,

or resource-

availability based.

141



* oAtk xpovodpopoAdynong == LNXAVLIOUOC amodoong
MPOTEPOLOTNTWYV O HLAPOPETIKA requests
* H anodoon npotepatotnTac pmopet va Baciletal
- 2tnv “nAwia” Tou request
- 2TOV XpOVO TIOU aralteital ylo vo eEuTtnpetn et

- YTOV TUTTO TOU

2TNV KPLOLUOTNTA TOU

cslab@ntua 2017-2018 142



. (first come first served)
- H “ynpatotepn” ailtnon mpwtn

. (first ready, first come first served)
1. Attioelg mou odnyouv o Row-Hit mpwteg
2. H “ynpatotepn” aitnon mpwin
2TOX0C: Meylotomnoinon tou row hit rate -

* HyxpovodpouoAoynon yivetal oto eninedo evtoAwv

- EvtoAgcg otnAng (read/write) maipvouv npotepatdotTnTa Ao TLG
eVTOAEC ypauun¢ (activate/precharge)

- 2e KOBe group oL EVIOAEC Talpvouv TtpoTeEpALOTNTA LE BAon TO
XPOVO VOOV OTNV oupd (Yynpootnta).
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TO: Row 0

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.

cslab@ntua 2017-2018

A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

—A Column mux /

l

Data

Row Buffer

144



Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —A Column mux /

l

Data

Row Buffer

145



T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —A Column mux /

l

Data

Row Buffer
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TO: Row 0
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —A Column mux /

l

Data

Row Buffer

147



TO: Row 0
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

—A Column mux /

l

Data

Row Buffer

148



T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —XColumn mux /

l

Data

Row Buffer

149



T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —XColumn mux /

l

Data

Row Buffer

150



TO: Row 0
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —XColumn mux /

l

Data

Row Buffer
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TO: Row 0
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

—A Column mux /

l

Data

Row Buffer

152



T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —XColumn mux /

l

Data

Row Buffer

153



TO: Row 0
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —XColumn mux /

l

Data

Row Buffer

154



TO: Row 0
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

—A Column mux /

l

Data

Row Buffer

155



T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.

cslab@ntua 2017-2018

A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —XColumn mux /

l

Data

Row Buffer

156



T1: Row 5
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —S\Column mux /

l

Data

Row Buffer
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TO: Row O

T1: Row 5
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —S\Column mux /

l

Data

Row Buffer
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TO: Row O

T1: Row 5
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

—A Column mux /

l

Data

Row Buffer
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T1: Row 5
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —XColumn mux /

l

Data

Row Buffer
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TO: Row O

T1: Row 5
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —S\Column mux /

l

Data

Row Buffer
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TO: Row O

T1: Row 5
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

—A Column mux /

l

Data

Row Buffer
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T1: Row 5
T1: Row 111
T1: Row 16

Memory Request Buffer

TO: STREAM
T1: RANDOM

Moscibroda and Mutlu, “Memory Performance Attacks,” USENIX Security 2007.
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A 4

Row decoder

__________________________

__________________________

|||||
_________________________

——————————————————————————

——————————————————————————

T0: Row 0 —S\Column mux /

l

Data

Row Buffer
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TO: Row O
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O memory controller mpémnet va AapBadavel umoyn tou Kal:
* Fairness
* Predictability
e Quality of Service (QoS)

* Melwon/€Aeyyoc tn¢ “nopepfoAnc” oto cuoTNUA LVAUNG

e 'EEUTIVEC TEXVIKEC XpOVOSPOUOAOYNONC OE ETEPOYEVH TTOAUTIAOKOL
cuoTApata: .Y Epappoyn TEXVIKWY EKLAONoNG

* Data/application partitiotining/mapping ota banks/ranks/channels

¢ Metadopa nAnpodoplog UIKPOAPXLTEKTOVLIKN) € =2 controller
T.X KpLOLHoTnTa TWV requests, thread awareness k.o
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DRAM Refresh

cslab@ntua 2017-2018 176



e O nukvwtn¢ tnN¢ kuPeAidbac DRAM umnopel va amodoptlotel
— pevpata Slapponc

O memory controller mpemnet va dtafalel meplodika KABe row yLa
va amokaBiota to ¢optio (refresh)

— Activate + Precharge kaBe row ava N ms (cuvnBwc N=64)

* Erumtwoelc otnv enidoon:
— To DRAM bank 6gv eivat dtaBgopo 6co avalwoyoveital

— Meyalot xpovol avapovic: Av oAa ta rows avalwoyovnBouv padll
(in burst), n DRAM 6&¢gv eival dtaBgoiun kabe 64ms pexpL va
oAokAnpwOei to refresh
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. : OAa Ta rows avalwoyovouvtal KateuBelav To eva
LLETA TO AAAO

. : KB row avolwoyoveital o StadopETIKN
XPOVLKI OTLYHA OVA TOKTA XPOVLKA SlaoTrpata

it 1L 0D 000D

Each pulse represents Required time to
a refresh cycle complete refresh of all rows

e To distributed refresh e€aleidel Toucg peyaiouc
XPOVOUC OVOLLOVAC
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Liu et al., “RAIDR: Retention-Aware Intelligent DRAM Refresh,” ISCA 2012.
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